Requests from the internet/
public are sent directly to the
PiAware. The PiAware is

Example Internet-to-PiAware Setup

Bad responsible for all security.
-< Do the world a favor and do not do this
unless you have experience hardening public facing servers.
PiAware
Internet Requests from the internet/public FlightAware
are sent to a firewall which server
forwards traffic to the PiAware.
The firewall should drop attacks
and unsolicited traffic.
-
Requests from the |nt.ernet/pL{bI|c are Firewall PiAware
Internet sent to Cloudflare which then inspects FlightAware
and proxies the traffic to the firewall. . Server
The firewall drops all traffic not *Only forward inbound access from
Good protected/coming from Cloudflare* Cloudflare IPs. httpsi//
then sends the request to the PiAware. www.cloudflare.com/ips/
- <+ pn -t
Firewall PiAware
Internet Cloudflare FlightAware
Server
Requests from the internet/public are sent to Cloudflare which then
inspects and proxies the traffic to the firewall. The firewall drops all
traffic not protected/coming from Cloudflare* then sends the request
to an Apache Web Proxy that delivers the PiAware traffic to the
requester. The PiAware never interacts with the public/requestor.
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Example Internet-to-PiAware Setup

Bad

Requests from the internet/
public are sent directly to the
PiAware. The PiAware is
responsible for all security.

Public IP 1.2.3.4
Open port 8080
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Internet

Example Internet-to-PiAware Setup

Requests from the internet/public
are sent to a firewall which
forwards traffic to the PiAware.
The firewall should drop attacks
and unsolicited traffic.

Public IP 1.2.3.4 T
o o EmmmmE4———192.168.1.5
Open port 8443 N
1 [ I |
Firewall .
PiAware
Forward all TCP FlightAware
traffic to port o Sem:trTCP
pen po
8443 from WAN 8080

to 192.168.1.50
TCP 8080
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Example Internet-to-PiAware Setup

Good
tdn
Enable Port Forward Rule: [V
Descrotion: | INCOMING ALLOW - 8443 - TCP - Ocudflace Pudic [Ps to Pliware (HTTPS!
Requests from the internet/public are
. . 1f all of the following conditions are met:
sent to Cloudflare which then inspects NPT
and proxies the traffic to the firewall. o ot
Sowrce Address: s w172 245.48,0/20,103.21.244.0/22,103.22 200022 103 31 4.0/22, 1411016 ©
The firewall drops all traffic not Proment Lk o i = ol =
protected/coming from Cloudflare* topp a '
then sends the request to the PiAware. Destination Port: /is ¥ B3 -
Destimation Address: i » | Your Public 1P lie 1.2.2.4 -
Parform the following action(s):
s Destinztion! |Yoor Pware LAN TP like 192.168.1.50
Nasw Port: | 5080 :
Internet
Q@ Corvel v
PublicIP 1.2.3.4
- — - — <4+—192.168.1.5
Open port 8443
Firewall
Internet Cloudflare Forward all TCP Fl.Pi:tVXare
traffic to port |gs ware
erver
8443 from WAN Open port TCP
to 192.168.1.50 8080
TCP 8080
Cloudflare limits certain ports for port forwarding.
See: https://support.cloudflare.com/hc/en-us/articles/
200169156-Which-ports-will-Cloudflare-work-with-
*Only forward inbound access from
Cloudflare IPs. https://www.cloudflare.com/
ips/ Mr. John Ball
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Requests from the internet/public are sent to Cloudflare

Example Internet-to-PiAware Setup

Great
which then inspects and proxies the traffic to the firewall.

The firewall drops all traffic not protected/coming from
Cloudflare* then sends the request to an Apache Web
Proxy that delivers the PiAware traffic to the requester.

Internet

Internet Cloudflare

Cloudflare limits certain ports for port forwarding.
See: https://support.cloudflare.com/hc/en-us/articles/
200169156-Which-ports-will-Cloudflare-work-with-

*Only forward inbound access from
Cloudflare IPs. https://www.cloudflare.com/
ips/

The PiAware never interacts with the public/requestor.

Public IP 1.2.3.4
Open port 8443

—>

The Apache web server using
ProxyPass “fronts” or proxies the
traffic from the PiAware. The
Apache web server acts as a broker
between the public request and the
PiAware data.

Firewall Apache Web Proxy
PiAware

FlightAware Server

Forward all TCP
Open port TCP 8080

traffic to port 8443
from WAN to
192.168.200.50 TCP
8888

Open port TCP 8888

Apache server using ProxyPass

https://www.techrepublic.com/
article/implement-a-reverse-
proxy-to-secure-corporate-data/
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