(2) Identification (and investigation)

Malware items
https://www.virustotal.com/ gui/home/search
https://talosintelligence.com/reputation

https://www.hybrid-analysis.com/
https://www.joesandbox.com/
https://gchq.github.io/CyberChef/

Other proprietary tools (like CrowdStrike Falcon)

Network IP / domain specific
APNIC: https://wq.apnic.net/apnic-bin/whois.pl
ARIN: https://www.arin.net/
LACNIC: https://lacnic.net/ cgi-bin/lacnic/whois

RIPE: https://apps.db.ripe.net/db-web-ui/query
MIL: https://disa.mil/g-root

AFRINIC: https://afrinic.net/whois

ICANN: https://lookup.icann.org/

Built-in endpoint security tool

User statements

Hashes

Network activity logs (firewall, IDS/
IPS, SSL inspector, DNS, others)
Event logs

Others
e Aplethora of other tools in multiple investigative

Identify the
process or
malware

areas can be found on the OSINT Framework’s
website: https://osintframework.com/

These processes
may overlap or
even reverse

(3) Containment / Capture

https://digital-forensics.sans.org/community/
downloads

https://www.rekall-forensic.com/
https://processhacker.sourceforge.io/
https://www.kali.org/
https://digital-forensics.sans.org/community/
downloads/digital-forensics-tools

https://www.autopsy.com/
Other tools (FTK, Encase, etc.)

Quarantine the device
Built-in endpoint security tool
User submission

Forensic extraction

Forensic image

Capture/
quarantine the
process or
malware

*Investigations can take on many different shapes and routes. Depending on the “what” you are

(1) Preparation

Malicious process /

investigating, your “time in theatre” may vary. Are you only looking to identify the threat? Are you

looking at the source and destination of the threat? Are you investigating the threat actor? Tryto

keep your investigation narrow enough to take action but broad enough to ensure you collect the
appropriate amount of evidence. One thing | often see is “analysis paralysis”. Don’t get sucked into
chasing the rabbit down the hole if it isn’t warranted. When in doubt ask a teammate or supervisor.

This document indicates my usual (but not always) “go-to toolset” when doing an investigation and is based on the SANS
PICERL approach which is explained (nicely) here: https://www.advisory.com/-/media/Advisory-com/Research/ITSC/
Research-Notes/2016/Ransomware-Incide nt-Response.pdf
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malware alert

Prior to the notification, you should have
policies, procedures, flows, protection
tools, and other items in place.

Future item: Eradication
—>

Future item: Lessons Learned

* Future item: Recovery
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